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End-to-end Quality of Service

Abdract:

Thereis no end-to-end qudity of service (QoS) ontoday® Internet despite alarge
demand for video conferencing and other applicationsthat could use QoS. How will ISPs
agree to provideend-to-end QoSto conumers? We arguetha there is amarket vacuum
for an organization - aQoSoverlay - to coordinae the | SPs and make QoSwiddy
available for Internet applications We discuss how such a QoS overlay would changethe
regulatory environment of thelnternet, particularly how it would hdp judify aform of
network neutrality regulation. Lastly, we suggest that if the market does not solve this
coordinaion problem onits own, the government should take the lead.
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I. Introduction

To thecasud obrver, thelnternet appears to bethe quintessential example of
interconnectivity. Any nodein the entire world can communicate with any other; theonly
requirements for communication are the address of the destinaion and the
communication protocol. Theinformation sent to the destinaion end-nodeis passed
across the Internet by a series of routers which are hoded by Internet Service Providers
(ISPs). ISPs hand-off thebits of information from onerouter to the next, with each
successive hand-off carrying them closer to the packet® destination. Thebits mightgo
throughonly onel SP or they might traverse many | SPs on thar route from start to finish.

Thisisinterconnection at the packet-level. When people think of the Internet@® high
degree of interconnectivity, they are generally thinking about packet-level
interconnectivity.

There are, however, other kindsof interconnection. We arguetha there are three types of
interconnectionin today's Internet: packet-level, service-level, and gpplication-level.
These three levels are illugrated in Figure 1 (Orhree Levels of InterconnestionQ.

Thehighest level of interconnectionis at the

application-level. Some applicationsexhibit < Appiication Level __ .
extremely high interconnestivity and some are £
entirely disconnested. Theclassic example of an . < Service Level > | B
application with highinterconnectivity is email. =
Any email application can send email to any L——J< Packet Level >

other email application. It istheoretically

possible to develop a private email application Figure 1: Three Levels of Interconnection
tha uses aproprietary format and is not

connected to the geneara email framework, but that kind of applicationis dooned to fail
astheemail standad is aready widespread and would bethe obviouspreference over a
new entrant to the email market.

One application with poa interconnectivity is Ingant Messaging (IM). AOL, Microsoft,
Y ahoo! and Google each have ther own network of IM cugomers noneof whomcan
communicate with each other unless they are uang the same company'sIM client
software.

Between packet and application is service-level interconnection, an agreement of two
network providers' to provide Qudity of Service (QoS) between end points. This means
tha packets are guaanteed to arrive at ther destinaion withoutexceeding a certain
degree of dday or daaloss.

! Network providersOinclude | SPs and cable providers. We discuss these companies more in

section 111.B.



Service-level interconnection currently existstoday only within a given network
provider, not between networks. So, while the Internet has impressively high
interconnectivity at the packet-level, theinterconrectivity it exhibits at the service-level
IS quite poor.

Thekey stakeholdersinvolved at the packet-level and those at the service-level are both
| SPs. Therefore, the same stakeholders are interconnected in oneregard (packets) and
disconnected in another (service).

For this paper, we focuson service-level interconrection and QoS? Specifically, we
discuss end-to-end QoS the ability to have service guaantees from any arbitrary point to
any other arbitrary point onthelnternd.

Section |1 discusses QoS and investigaes oneapplication Bvideo conferendng - tha
would drive thedemand for end-to-end QoS Next, to better undestand the playing field,
section |11 provides a stakeholder andysis. We then give our andysis of the QoS market
environment in section 1V by extrapolating three scenarioswhich could result in end-to-
end QoS. We assess therelative feasibility of each and choos thethird scenario, a QoS
overlay, asthemod feasible. SectionV presents arguments for how the development of a
QoSovelay would changetheregulatory landscape of the Internet. Specifically, we
congder if theoverlay islikely to beamonopol; we arguetha an overlay would give
more suppot to some form of neutrality regulation; and we show tha the govenment
may have an interest in initiating the development of an overlay. Findly, weendin
section VI with asummary of our arguments, pdicy recommendaions and open
possibilities to extend our argument.

II. Emerging Disruption at the Service-level

A. QoS Technology

Thedefault amourt of service-level interconnestion on the Internet is (hest-

effort. )CROSSROADS] Tha meanswhen packets are sent from oneplace to another,
theInterne infrastructure does not guarantee anything abouthowlongit will take for the
packets to arrive at thar destinaion, nor does it guarantee the order that the packets will
arrive at its destingion. In fact, it does not even guarantee tha the packets will get there
a al! ® Thisis avery minimal amourt of service-level interconnection.

QoSisaguaantee of packet ddivery and speed or at least aguaantee tha theddivery
will befaster and more likely than otherwise.

For this to hgppen, every pointin the daa path from start to finish mug abide by the QoS
guarantee, even if the path extendsacross severa different ISPs. If all 1SPs abide by the
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We use the term Gervice-levelOand QoS interchangeably.
_However, one can at least find out whether or not a packet made it to its destination. The
Internet@ protocols do provide that information.



QoSguaantee, thelnternet would be providing amuch greater amountof service-level
interconnection than est-effort.O

| SPs can achieve high qudity of service in two ways: over-provisioning and differential
service. Over-provisioning means making sure that the network has abundant capacity
andis never oveloaded. Thisimpliestha packet queues are short and packet lossisrare
S0 as to avoid congestion. Over-provisioning does not require differentiating kindsof
traffic.

Differential service meansthat the network reserves capecity for preferred traffic and
then earmarks some traffic high-priority. This high-priority traffic uses thereserved
capecity, giving it priority when more than onepacket is ready for tranamitting over a
link and keeping it away from the congested parts of the network so it arrives at its
destinaion on-time.

Since users tend to consume as much bandwidth asthere is available, even an over-
provisionad | SP may have issues with its cusomersCtraffic. * A differential-service ISP,
by contrast, hasto limit only the high-QoStraffic. These limits are enforced via
additiond fees collected fromtheusers. In other words for differential-service, auser
cannotabuse the QoS-based | SP withoutpaying extra, while she can certainly till
consume as much bandwidth as possible of non-QoStraffic.

In economics terms, | SPs probably do not want to smply over-provision withouthaving
agoodplan of howto collect revenueto pay for the cogs. QoSisaway for themto
extract such rents.

QoSis aready widdy used for Voice-over-1P applicationswithin busnessesCprivate
networks, drastically lowering the cog of traditional phonelines. QoSfor video
conferenangis also available for use within some private neworks or within individud
ISPs.® Yet today there is no end-to-end QoSavailable for thegeneral Internet.

B. Motivation to Change

We arguetha there will be strongdemand for end-to-end QoS onthelnternet. Several
populbr applicationswould use the service guaanteesif they were available. To judify
this argument we focus on oneapplication which we think will bethemog significantin
bringing end-to-end QoSto theInternet: video conferendng.

Video conferenang (VC) will gdvanize thedemand for service-level interconnection for
at least three reasons

First, it greatly facilitates person-to-person communication regardless of location;
employees can work remotely from home, busnesses can save time and travel money.

4 The experience of KT in Korea supports this. See BRO5 footnote 11: GDn March 29, 2005, KT
announced they would be moving to usage-based charging over the next two years, because even their
over-provisioned access network is being congested by file-sharing traffic (there were also regul atory
reasons).O

° http://www.juniper.net/solutions/literature/white_papers/200019.pdf



By replacing some amountof Gace time,OV C would be significant for many situationsin
theeconony andtherefore have alarge demand.

Second, VC istaxing onthenegwork. It requires significant bandwidth across all
participants of a conference in order to providea smooth user experience ingead of the
experiences offered by low bandwidth optionssuch as frames freezing or ddays. This
problem can only be solved with service-level interconnection.

Third, itisunrealistic to expect users to aways be on the same private network. In many
cases, people will want to use VC when it isimpossible to access thar private nework.
People will prefer and bewillingto pay for service guaanteesif they can use the service
from any arbitrary locationto any other arbitrary location. Thisimplies a strongdemand
for end-to-end QoS between networks and | SPs ingead of only within private neworks.

We nowtake a closer look at theVC indudry and see how it will rally demandfor QoS

C. Video Conferencing Industry

The Incumbent Video Conferencing Providers

For many years, theonly way to do VC was to ingall Integrated Services Digital
Network (ISDN) lines to each end nodewhich comects the user to theLocal Exchange
Carrier@ (LEC) central office. Typically aroomiswired with three ISDN lines.
Examples of companies that offer this service are Polycom (www.polycom.com) and
Codian (www.codian.com).

This methodis expensve with monthly fees ranging from $120to $750and a onetime
fee ranging from $700to $6000° Users must also pay in-facility wiring charges for each
of thelines,

Because of the high cog, thiskind of VC has been used aimog exclusvely by busnesses.

New Entrants to Video Conferencing

VC-ove-IP changed and continues to changetheVVC market. Because VC ove |P can
piggybak off of the pre-existing Internet infrastructure, rather than requiring cusomers
toingall expendve ISDN linesto homes and offices, it is cheaper and, therefore, in a
goodpostionto displace theincumbent market.

In fact, TheVC-over-1P indugry is aready subgantial with projectionsto reach US $5.5
billionin 2007,and projectionsfor VC endpoint equipment at US$875millionin 2007’

For consumers who do not need QoS guaantees and are willing to put up with dropped
frames, deays, freezes, and dropped conferences, there are plenty of low-qudity VC
applicationsavailable to user over the Internet. WebEx and MicroftG@MSN are

http://home.icomnet.com/support/isdnfag.shtml#9
http://www.siemon.com/us/white papers/03-08-26-VideoOver|P.asp ; projection made in 2003




examples. While QoS-guaanteed VC ove IP isonly available within a private network,
these new entrant applicationsspan | SPs. They are widdy available and cheap or even
free. Before these applications VC was only achievable for cugsomers who pad outthe
high cogs of ingalling ISDN lines. With thewidespread adopion of these applications
andtheInterng, VC Balbdt with only low quditybis now available to anyonewith
access to the Internd.

These companies also have large user bases of cusomers who are familiar with thar
software. Some of them have a captive audience of cusomers who signed upfor IM or
voice service and can later be offered new high quality VC fundiondity when it becomes
available.

Would it be possible to have the best of both worlds, to have both high availability and
high-qudity? If there was away for these new entrants - these highly available
application providers - to have access to QoS guaantees, many cugomers would be
willing to pay for the qudity.

D. Bottleneck to Change

Theprimary bottleneck to blocking widespread end-to-end QoS availability and, hence,
high-qudity VC isalack of nework provider coordination. At the packet-level, | SPs
currently interconnect to other ISPs via nondisclosed peering and trangt arrangements.
[CROSSROADS] Other than these interconnection agreements, | SPs are completely
unooordinaed and ther pricing mechanisms between | SPs and to cusomers are
unregulated.

Thislack of coordinaionimpedes end-to-end QoS guaantees. It is easy for an ISP to
provide QoS beween its own cugomers, but such an offering would only hdp people
who are in the same organization (i.e. in the same busness) and would notlead to the
widespread use of reliable VC.2 For cusomersto rely oninter-1SP VC, they would need
both a guaantee of service, and high availability.

Solving the | SP coordinaion problem (which indudes compensation) would bea huge
boonfor every party involved, consumers and | SPs.

Some may arguetha nework bandwidth is anothe bottleneck. A high-qudity video
stream requires 10-20Mb/s in each direction, and more at a conference hub. This demand
would betaxing for many last-mile loopsand conrectionsto small busnesses, which
often have T1 connectionstha handle 1.5 Mb/s each way.? To deploy effective high-
qudity VC over IP, ISPswill haveto provide end-to-end qudity of service and
dependability, which would mean upgrading their network.

8 Some ISPs might try to use their QoS service to encourage customers to use them instead of a

competitor, but unless the network had a chance of become dominant, customers would be less motivated
to switch to them as the value of their network is directly proportional to the size of their network. Because
no ISP isdominant - regulators deliberately try to keep the | SP market competitive -, the coordination
problem is likely to persist.

? http://forums.speedguide.net/showthread.php?=193374



We arguetha once thel SP coordinaion problem is solved, QoS will allow ISPs to
differentiate services and prices, which will give them an extra source of revenueand
motivate them to build out the network infrastructure to meet the demand for QoS.
Therefore, the primary bottleneck is coordinaing the | SPs.

II1. Stakeholder Analysis

Now tha we have identified the bottleneck facing service-level interconnection BISP
coordinaionBwe explore possible solutions Because thedriving force behind demand
for service-level interconnection will be applicationslike VC, we continueto use VC as
our case example.’® Thefirst step toward addressing a solutioniis to identify the
stakeholders because any reasonale solution will likely involve some or all of the
stakeholders. The stakeholders can be broken up into four groups consumers, network
providers, application providers, and regulators.

A. Consumers of Video Conferences

We groupthe consumers of VC into three general categories. large busnesses, small
bugnesses and the mass market. QoStechnology in theVC market affects each of them
differently asthey each have different values regarding availability and qudity.

Large Businesses

This stakeholder has been the primary cusomer of VC and demandshigh-qudity service
for internd communications such as meetingswith staff tha are in different locations
They us QoSin thdr private networks and valuereliability in their VC communications
V C services tha they would use would require a guarantee of communication resources
reserved in advanced and they would be willing to pay for these resources for reliability.

Largebusnesses will also want to use VC to communicate with people outsidethar
private network such as cugomers, employees at home, and other busness patners.
However, high-qudity video requires 10-20Mb/s in each direction while Comcast, for
example, offers only 384Kbpsupdream for mos broadband users. Therefore large
busnesses generally do not have the option to use high-qudity video for people outside
of theH private networks even thoughthey would likely bewilling to pay consderably
forit.

Small Businesses

Some small busnesses currently use VC and some do not Many small busnesses cannot
afford to ingall theexpensve VC equipment required to achieve high-qudity. Many
currently use the lower qudity VC-over-1P aternatives, butthey would likely bewilling
to pay for qudity athoughthey probably would nat pay as much as thelarge busnesses.
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Other applications that require widely available QoS would add to our argument.
It would be interesting to do a market study of how much money businesses would be willing to
pay for high-quality Vv C.



Mass Market

Many users currently use lower qudity VC-over-IP fromthar homes. Practically none
have access to high-qudity VC. Some of these consumers would likely bewilling to pay
for high-qudity VC, butthey probably would notpay as much as a busness would. Or,
they might bewillingto pay the same rate as busnesses, but they would use the service
less.

From these three groupsof stakeholders, it seemsthat the early adopters of high qudity
VC would belargeand small busnesses. Large businesses would be motivated to switch
from thar ISDN-based V C because of the potentid to VC with more people. Small
bugnesses might sign up with VC-over-IP quickly so tha they could look as big as the
large busnesses and thereby Qeap-froggingQover ISDN-based V C technology.

B. Network Providers

We use theterm "network providers' to encompass both | SPs and cable owners. We
lump al of these stakeholders into onegroup which indudethe companies tha own the
hardware infrastructure (such as routers and cables) for the Internet and the high-qudity
VC-ove-IP services.

For the access | SPs, which serve the cusgomer directly, high-qudity VC is an oppotunity
to extract more income by usng service differentiation. For an example, thel SP may
chargea premium pe hou of video conferenang thereby making more money.

Extensve use of high-qudity VC may congest network linksand put pressure on | SPs to
upgradether infrastructure especially if such upgrades would allow | SPsto make more
money fromthe QoSfees.

An access ISP might vertically integrate by becoming or affiliating with aV C application
provider (the next stakeholder bdow). This may lead the ISP to discriminae agangd
competing video conference application providersin order to promote its own
application. (Thisis the conaern of Ghetwork neutralityOproponets. We discuss this
topic in section V.B. Network NeutralityQ).

C. Application Providers

Several companies providelow-cog or free VC applicationswhich opeate over the
Internet such as WebEx, and Microoft@ NetMeeting. These companies are postionel to
evolve into the high-end providers as they already have large cusomer bases. Jug as
teleconferences are often hoded by a specialized company indead of arranged entirely by
the participants, video conferences will likely be hoged by these application providers.

By expanding into thehigh-qudity VC market, these companies would potentially be
able to earn extrarevenueby offering advanced features and premium services.
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D. Regulators

As Internet applicationsinduding V C-over-IP are characterized as Onformation
services,Othey are completely unregulated. It is unclear if Congress will move from this
laissez-faire approach. Dynamic naure of the telecommunicationsindugry in general and
VCin particular makesit hard to tell wha kindsof regulationsif any should beapplied to
themarket. Wha kindsof regulation are appropriate will likely befiercely debaed. We
contribute to the debae bdow in section V.

However Congress changes thelaw, the primary government agendes that will be
involved in enforcing thelaw isthe Federal CommunicationsCommission (FCC). The
Department of Jugice (DOJ) will also beinvdved for settling anti-trug issues. The
Federal Trade Commission (FTC) mightalso play arole.

IV. Possible Outcomes for Video Conferencing
Market

We envision three possible scenariosfor howthe ISP coordinaion problem at the
service-level will besolved.”

Thefirst istha | SPs themselves organize and coordinate service agreements. The second
isthat an application provider (or perhgos more than one which has a stake in the market
will make deals with many or al of thelSPs. And thethird istha some other
organization indgpendent of 1 SPs and application providers will do the coordination
work. We consder these optionsin turn and evaluae

thelikelihoodof success for each. { ISP ‘

. . ISP T
A. Scenario 1: ISPs Organize ’fg‘ SN
Themselves e s
Why do we notalready have end-to-end QoS? Aswe ] ISP ‘ L
discussed above theproblemistha | SPs have nat o ISP }

coordinaed an agreement to decide how it will work
and how they will get pad. Currently, there areno
widespread standadsfor inter-1SP QoS compensation
and no coordinaion organization formed by the | SPs to collectively decideona universal
QoS compensation method. Even thoughend-to-end QoS could provide a new source of
revenueto all 1SPswho participae, the coordinaion problem remainsunsolved.

Figure 2: Web of ISPs

There are existing mechanisms that | SPs can use to offer QoS amongthemselves.
Appendix A containsa summary of them, specifically, DiffServ, InterServ, and
Brokerage modds. However, theissue here is notof mechanism but of QoSpolicies. For
example, how many high QoS packets will ISP A accept from B (DiffServ)? How many

12 It is possible the this problem will never be solved, however, considering that solving the problem

will alow for the possibility of growing the market and extracting more money from customers, it is likely
that sooner or later, the ISPs will be coordinated somehow.
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virtud linkscan beestablished and at what price (InterServ)? How much bandwidth
should be boughtor sold when demand varies (Brokerage)? These questionsare
answered by ISP policies and can only be agreed uponwhen all possible ISPs tha form
the network for video conference users come to a set of termsthat in theaggregate are
not conflicting (e.g. agreement between A and B won't break the agreement between B
and C). A standadsorganization would have a difficult time handling such complexity to
satisfy every | SP consdering the many | SPs and their tangled relationships (Figure 2
QWeb of 1SPsOshows theweb of relationghips between 1SPs.)

Asidefromthesheer complexity of thetask, there are two additiond reasonsfor why
| SPs have not and probably will nat coordinae themselves to provide end-to-end QoS

Firgt, it isnoteasy to determinewha makes a compensation standad fair. Should the
initiator of the conference pay thehill, much longdistance phonecalls are caler-pad? If
both parties are willing to take the call, should thebill be split evenly? If thetrafficis
uneven, how will the payment schemes be adjuged?How much should trandt | SPs get
pad?Thereisnoobvioudy fair answer to these questions In addition, it isundear how
the application providerstha share the QoS offeringsshould be paying the ISPs, if at all.
Until thisis solved, ISPs may not beable to charge QoS fees directly to consumers, who
probably have only application-specific and notgeneric QoS needs

Second, each | SP has a complex set of internd policies and congderationsto baance
when dealing with trying to establish agreement with another ISP. For example, AT& T
hasinvested in atremendousworldwide nework tha is used by millionsof cusomers.
Before offering QoSto another ISP, AT& T mug consder whether the QoS arrangement
will affect other existing arrangements, for indance. AT& T cannoteasily discuss this
with the ISP openly, as mog of these internd arrangements, nework topology, and
opaationd dealsare AT& T's competitive advantage tha should be protected from
competing 1 SPs.

Summary Evaluation of Scenario 1

End-to-end QoSinvolves avery difficult coordination problem for ISPs. It isnotdone
today and while we bdieveit will be attempted by some | SPs who see therevenue
potential for video conferendng, it is unlikely that a majority of 1ISPswill cometo an
agreement. To minimize their oppatunity cog, 1SPs need to specialize on wha they are
best at doing, which does notindudelarge-scale ISP coordindion.

Even if thel SP do coordinae and establish QoS agreements, the resulting codition of
| SPs mightbe monopolstic. It would mean tha | SPs would set QoSrates based on
agreements amongonly themselves ingdead of based on competitive rates. This could
result in price fixing. On theother hand, should two sets of ISP coditionsevolve, itis
undear whether thetwo may merge at some point onthar own, as each probably
developdal its own way of coordination tha may not be compaible theother.

This scenario would however create significant benefits to consumers, who can enjoy it
for video conferenang plus many other types of applications Being able to chargefor
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QoS might motivate network providersto increase the bandwidth and qudity of ther
networks because users would likely pay more for better service. It would also provide
widdy available QoS abat probably at high price. All tha said, as of today, thel SPs
probably think these bendfits are outweigheal by the cods of self-organization.

B. Scenario 2: Application Providers Drive the Service
Agreements

Today, application providers tend to take the blame from cusomers when video
conference qudity is poor(e.g. droppel frames, dropped conference connectiong even
thoughthe poorqudity generally does notlie in the application codebutin the network.
However, thel SPs are nat typically blamed except in cases where they act as application
providers as well as network providers (e.g. Comcast offering Voice-ove-1P). Thus to
stay competitive, application providers have strongincentives to offer QoSfor thar
applicationsto satisfy ther cusomers perhgpsvia highe-priced premium services for
users who use QoStechnology.

Because | P-based video conferendng necessarily dependson | SP connectivity, theonly
option for application providers to obtain high QoS, is to work with thevariousISPs
directly and individudly.

An application provider seeks to bethemain point of contact for any user for two
reasons to smplify theuser experience and to gan strategic advantage For theformer, it
iseasier for theuser to pay the application company directly for application-specific
services rather than paying the negwork provider separately and then specifying which
application the highe qudity service should be applied towards For thelatter, since the
provider collects money directly fromtheuser, it might gan additiond strategic power
ove thelSPs. For example, if thereis more than one ISP choice for theusers, the
provider can get compditive bidsfromthelSPsfor thebest QoSlevelsand prices. It
similarly can have an edgeove other application provide's, as
it can block them outviatight relationshipswith ISP. For

—_—— N

example, it can co-market video conference products with ISP o\
Comcast exclusvely, rendeing any other QoS offering by \ N AP
competition less credible, A\ 4
ISP\
To achieve this integration between application provider and ) {/ B
network provider, an arrangement between thetwo O sp L\\ /AP )
stakeholdersis necessary so that the application provider's \/ \/f;/ 7| )
packets are marked as Qhigh priorityOthusproviding higher VoW T
qudity video conference to the user. The ISP would then ISP {/[/\\\
charge fees fromthe application provider whowoud inturn 92N\
chargetheuser. ISp /- AP
Feasibility of Coordination -
If an application provider@ only Figure 3: Application option to obtain QoS
for its cusomer is to make Providers Organize arrangements with

Individual ISPs
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every | SP, howdifficult atask would it be?

To begin to answer this question we consder atypical video conference. Start with two
users, A and B. Theapplication provider charges fees from user A who theinitiates the
conference call (e.g. asales person) and wants to video conference with theother user B
(e.g. aclient progect).” The partion of thefees for providing high service will now be
shared by: user A@ access | SP, user B3 access ISP, and all trangt 1SPs between A and B
where packets will beforwarded in both directions Theefore more than two |1SPs are
introducd by havingjus onemore user. If we have athird or fourth user, with different
| SPs, thetotal numbea of 1SPs with which the application mug make arrangements could
increase rapidly.

If any arbitrary user with an Internet connection should be able to make a conference call
from his or her ISP, the number of 1 SPs requiring coordinaion to provideuniversal end-
to-end QoS would beenomous Thisis because access-1SPs tend to opeate regiondly
with thar cusomers close together. Thus achieving universal high-qudity VC for all
usersin, say, theUS would involve coordinaing virtudly al 1SPs. Tha would bea
cumbesome if notinfeasible task for mog application providers. (Seefigure 3
Application Providers Organize Individud 1SPsQ

Indead of aimingfor universal QoS availability, some application providers might settle
for providing QoS only to video conference users within an ISP. While thisis aready
donecurrently within certain companiesOprivate networks, it is not donefor users of
different companies (e.g. sales person and client, friends etc.). Askingboth user A and
user B to bewith thesame edgel SPis unredistic DA and B bath already have selected
I|SPsfor ther individud busness opeaations and it isunlikely tha users would want to
switch ISPs just for video conferenang. Even if switchingto a different ISP were
possible in a specific region, there would be switching cogs which would inhibit
cugomers from doing so.

Isthere a middle groundbetween universal QoS and QoS restricted to a private nework?
An application provider would probably be mog efficient by making arranganents with
thelSPs tha are used by the mgjority of itsusers, aswell asthelargest ISPsin general.
By working with only thelargest ISPslike AT&T, for example, it islikely tha users A
and B would both be on oneof these ISPs. This might be a viable optionfor some
applicationsproviders because it would alow them to reach alarge enoughuser base to
encourage adopton of thar high-qudity VC applications However, this kind of
arrangements would create two problems:

First, large app providers will try to make excludve arrangements with thelarge | SPs to
give thebest QoSto tho particular application providers. These kinds of exclugvity
arrangements would prohibit rival application providers from accessing the same QoS
from an | SP and would thereby hurt competition. It islikely tha no single application
provider will be capable of making adeal with every large | SP because its competitors

13 Should A and B split the costs afterwards depends on how the application charges its customers

and does not affect our discussion of how the application compensates the | SPs.
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would have already signed exclusve deals with some | SPs. Theresult is afragmentation
problem where the QoS service across thelnternet becomes balkanized. This balkanized
QoSregime would be complicated and not user-friendly, as there would notbe onesingle
application provider who can provide universa end-to-end QoS*

Even if ISPsdo notsigninto exclusve deals with application providers, balkanization of
Internet QoS may still result because negotiating arrangements with the | SPs may ssmply
betoo codly for the application providers who probably do nothave expertise in ISP
coordination. As described in scenario 1, coordinging ISPsis anontrivial endeavor. It
may not beworthwhile for application providers to use thar resources to coordinate all

| SPs. Indead mog would coordinae with jugt a small number. If severa applications
providers do this, QoS on the Interne would remain fragmented and inconvenient.

Second, small app providers and small I SPs have ahigh chance of being blocked out of
thehigh qudity market altogeha. Small busnesses or busnessesin less populr markets
could beusng small 1SPs, which may notbehighonthelist for application providers to
approach. Andogousy, small application provides have little chance to compete with
larger application provides for QoSdeals with large | SPs dueto issues like exclugvity,
limited resources or buk discounsin pricingfor large ISPs, al of which drive up thar
relative cogs and thusraise service fees for thar users.

Summary Evaluation of Scenario 2

This scenaio, in addition to benginfeasible, is also troublesome for soaa welfare. By
having an application provider do the coordination between 1SPs would make one
company dominant in two layers, application and QoS. Thiswould bring aconcern for
the company to use its QoS coordinaion postion to discriminae agand rival
applications The same concern worried the FCC in the AOL-Time Warne merger
[Faulhaber].This scenario would also be poorfor consumer choice because the QoS
capability would only be accessible throughthe one application provider tha doesthe
coordinaion work. No other app providers may share work doneby oneof theproviders.

C. Scenario 3: The QoS Overlay

Thethird and find scenario is an organization independent of both the network and
application providers solves the ISP coordinaion problem and supplies a platform upon
which applicationscan easily interface with the nework@ QoSfundiondity. We call this
arrangement a QoSoverlay.

What is an overlay?

An overlay is anework tha is formed n top ofOthe existing Internet. Clark et. al.
[Clark05] gave thefollowing definition:

An Overlay is a set of servers deployed across the Internet that:
a) provide some sort of infrastructure to one (or ideally several) applications,

14 This problem might be mitigated with network neutrality regulation.
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b) in some way take responsibility for the forwarding and handling of application data in
ways that are different from or in competition with what is part of the basic Internet,

¢) are operated in an organized and coherent way by third parties (which may include
collections of end-users) to provide a well-understood service that is infrastructure-like,
but,

d) are not thought of as part of the basic Internet.

Akamai and Interngp are examples. Akamal arranges with thousndsof | SPs aroundthe
world to co-locate servers. This set of globd serversis anetwork that Akamai or its
clients can use to solve distributed problems, such as content ddivery. Thereationsips
amongthe servers are managed by Akamai. For example, if amajor backbonel SP link is
heavily congested, Akamai can place content onin alocation tha minimized latency.
Akamal has enoughserversin nearby locationstha an alternative pah can be chosn.
Thus overlayslike Akamai provideflexibility and redundancy tha no solution before
could promise.

Interngp onthe other hand focuses more on access. It leases bandwidth from key
backbonel SPs via service-level agreement to form a nework of bandwidth that it can
access. From any point A to point B, Interngp can look at the congestion levels of the
variouspahsavailable and select theonethat isbest. Thus it offers something no ISP
can offer as each oneof them focuses only onits own internd pahsand cannotobtain
pah guaantees from other ISPs. Companies like Amazon.com like Interngp because
Interngp allows them to deal with onecompany ingead of many | SPsto providevery
high dependability. Interngp therefore does, in part, address the QoSinterconnestion
problem.

How would a QoS Overlay work?

An overlay@ roleis similar to many GoordinaionO
services, induding search engines like Google Bwhere
usersinteract with oneenginerather than lookingup all the
pagesindividudly Bor marketplaces like eBay Bwhere

userswho sell agoodcan find all thebuyeasin oneplace 7

rather than identifying and negotiating with each one of
them individudly. A QoSoverlay would need to coordinae
with each | SP. This should be compared to scenario 1 above
in which each ISP would need to coordinaion with every
other 1SP. For example, theoverlay mightindall aserver at
each ISP to form an overlay network. Each server then
becomes a hubfor QoS communication. The application
providers would need to have easy access to tha overlay network, so the overlay
company would provide a software interface tha would be standad for all applications
Figure 3, verlay Relationships Oshows how the overlay would coordinae both
application providers and | SPs.

SP le——
ISP

Figure 4: Overlay Relationships
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Benefits to Stakeholders

For application providers, an overlay would provide a standad infrastructure for
accessing QoS. It could provide several pricing optionsinduding usage-based pricing.
Having onecompany accountble for QoS guaanteesis very convenient for application
providers who would then not need to negotiate with |SPs directly (asin scenario 2) and
would have the advantage of QoS access to al thel SPs with which the overlay
coordinaes. The overlay would also bein agoodpostion to mitigate congestion
problems by choosng different routes if needed.

Aswith application providers, | SPs would welcome a QoS overlay. ISPs are fierce
compditors and they do notwant to reveal ther price structures and network setup
informationto their competition. An ISP simply wants to look like a @loudCGio every
other ISP, revedling alink to get into and out of the cloud but hiding wha hgppensinsgde
Theoverlay handles this problem by acting as a trusted intermediary for all thel SPs.

The payment method offered by an overlay also benefits | SPs, which will have to work
out payment optionswith only the overlay indead of with other ISPs. If they coordinae
amongthemselves asin scenaio 1, they would have to coordinate with at least every ISP
they connect with. The overlay would simplify ther busness relationships

Video conference consumers benefit from the overlay scenaio because they would have
the convenience of payingfor qudity throughthe specific application and because they
could reach anyonewhoisonan ISP tha is pat of the overlay® QoS network. Likely,
the overlay would have arelationship with almog every 1SP because both the I1SPs and
the overlay would stand to gain from a high number of ISP as pat of the overlay@ QoS
network. They both would stand to gan because more | SPsin the nework means more
potential premium V C cals, which bring revenuefor thel SP and theoverlay. Andif the
cugomer iswilling to pay for it, the cusomer will gan also.

Overlay Competition

Aninter-ISP ovelay is acomplicated busnessin itself. Thecapital investment by
Akamai, for example, with over tensof thousndsof machines aroundtheworld,
suggests the size of an overlay opeation. To afford such expensve investments, the
demand for Akamai @ service mug bevery high. (It has over 60% of the CDN market.
Few companies would bewilling and able to make this kind of investment. This may
judify concernstha overlays could be anti-competitive monopoles.

15)

Solving the QoS coordination problem for VC will take existing players like Interngp or
any other upgart further work to get it solved. Theamountof bandwidth and new ISP
arrangements, especialy at the accesslevel, required would be beyondwha is currently
arranged by Interngp. It is not unreasonable to think that there may be multiple overlays
forming for high-qudity VC, which might create a new problem of coordinating the

1 See http://www .xchangemag.com/articles/2c1buzserv.html and

http://www.fool .com/news/commentary/2005/commentary05030406.htm
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ovelaysthemselves! Alternaively, severa overlays mightall opeate individudly andin
compdition aslongasthey do not provide exclusve agreements with 1SPs to block each
other out of relationship with thel SPs.

Summary Evaluation of Scenario 3
This scenario seems both feasible and beneficial to all stakeholders.!®

Thefact tha there are so many | SPs meanstha the | SP market is competitive which is
thegod of regulators who purposly prevent ISPs from gettingto big. Thisis evidenced
by the MCI backbonedivestiture. [MCI] In a market pumposly wroughtto prevent a
domnant market power from emerging, it can be expected that all the players would be
willing to agree onastandad if onecould beforged.

Thesuccess of Interngp demondrates tha ovelays can be used to solve ISP coordindion
problems. While Interngp has grown, the | SPs have not attempted to coordinae
themselves and form an aternative | SP to capture the market themselves. There are many
reasonsfor this, and no onewill know precisely which ones are critical. But it isfair to
assume tha the cods of coordinaion outweighed the benefits from each individud I1SP's
perspective.

An overlay tha specializesin coordinaing ISPs for QoS would solve the QoS
interconnection problem, alowing user choice for applicationsand motivate application
providers and nework providersto build out ther neworks to offer better qudity and,
hence, more expengve service.

However, the overlay mightbeamonopdy and charge more money for the coordinaion
work than is sodally efficient. We consder how this overlay would changetheregulatory
environment in the next section.

V. Regulatory Landscape and Analysis

How would a QoSoverlay changethe optionsand arguments for regulating theinternet?
Unde today® law, which is governed by the TelecommunicationsAct of 1996
Onformation servicesOinduding network and application providers are generally not
regulated [ CROSSROADS] However, there are some voices tha foresee regulationin the
futurein this area[WEI SER]Y’

Wefirst consder thepossibility tha a QoS overlay will bea hard-to-unseat monopoy
and whether tha statuswould judify regulation. Next, we investigae network neutrality -
atopic of active and ongong debae Band show how the development of a QoS overlay

16

Regulators, the one stakeholder not yet considered in the subject of the next section.
17

Page 11 footnote quoting Michael Powell® speech. Orhe important public policy question is not
whether to regulate the Internet or not, as if that were arealistic choice. Rather, it ishow to regulate it
responsibly in a manner that maximizes consumer welfare and does not stunt its infinite growth and
innovation potential .0



18

would suppot the case for some form of neutrality regulation. Last is adiscussion of how
a QoS ovelay might come aboutthrougha govenment-led initiative if indugry forces
fail to create sufficient service-level interconnection for end-to-end QoS onthear own.

A. QoS overlay: A Monopoly?

Thepostion a QoS overlay would have in the market may well turn outto bea
monopol. Thisis because of two reasons first, high fixed coss and low margin cogs of
establishing the overlay and, second, nework externdities.

For thefirst reason, coordinaing | SPs into a compensation scheme that is flexible enough
to accountfor all of thar busness paameters will likely take consderable startup cods.
Once relationships between a core set of ISPs are established, however, the opeating
cods and cods for adding new 1SPs would likely be smaller because the overlay would
have some market power, compdling or enticing additiond 1SPs to accept the overlay®@
style of busness relationship.*®

For the secondreason, a QoS overlay is atype of network and is subject to network
externdities. Tha meansthebigge the network, the more valueit providesto each
member. Theupshot of thisistha an overlay would have a difficult time starting up
because it has low valueto memberswhen it is small whereas an established overlay has
alot of valueto offer. Therefore, an incumbent overlay would have an advantage over a
new entrant.

A monopoly mightbethemod efficient market position for an overlay. If two
organizationstried to do this coordinaing, it would take twice thework, wasting
resources on redundant effort. Another downsdeto multiple overlaysistha application
providers might have to work with each of the overlay organizations complicating their
busnessrelationsipsand applications

A monopol overlay would likely set prices aboveeconomically efficient levels, possibly
judifying direct regulation of pricesit could charge the I SPs. However, the prices would
always belimited by consumer demand and by thethreat of a new entrant to compete
with or replace the overlay. Scenaios 1 (1SPs organize themselves) and 2 (application
providers each connect to | SPs directly) described abovewould be more temptingto try
in the presence of an abusve QoSovelay.

It ispossible tha after thefirst QoS overlay developsand demongrates a workable
busness modd, a secondmightlearn fromtheinnovative overlay and enter the market as
acompditor. If tha were to happen, a QoS overlay would certainly notbea monopoy.

It isnotclear if theoverlay will beapemanently monopol or not, butit islikely that the
first overlay to form will have monopdy power for at least a period of time.

18 This claim is somewhat speculative. The business of a QoS overlay might be very dynamic as

I SPs change their rates and parameters. We do not try to make a strong argument here so much as to
explore the possibilities.
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B. Network Neutrality

An overlay would split Internet traffic into two tiers of service: QoSand best-effort (non
Qo9). This split would drastically changethearguments for network neutrality which
seeks to outlaw network providers from discriminging agang applications
[SCHEWICK] We discuss how the existence of an overlay would changetheregulatory
environment so that some form of neutrality regulation would bejudified.

1. Incentives to Deploy Network Infrastructure

Oneof thekey reasonsagang nework neutrality law istha by preventing the network
provider from benefiting from the application fees, it would reduce incentives to deploy
network infrastructure because the network provider would be strictly prevented from
making money off of applicationfees. [SCHEWICK]

A QoSoverlay would changetha by compensating network providers for QoS This
way, negwork providers would be motivated to build out theneworksto realize the
profits from VC and other QoS-demanding applications

By allowing the nework providersto profit from applicationsvia QoS an indugry
structure with a QoS overlay would hdp jugify outlawing network providers from
discriminaing in favor of ther preferred applications which isthegod of network
neutrality.

2. A Neutral Overlay

Theovelay, if amonopoly, should itself also be subject to aform of neutrality
regulation. If the overlay has busness interests among either nework providers or the
application providers, it could potentially use its monopoly postion to create another
monopoy in theadjacent market. This GnonopolzingOwould beillegd [Faulhabe].® A
neutrality regulationtha forces the QoS overlay to offer the same QoSprice to every
application and to treat all |SPs consstently would mitigate this problem.?

A regulation tha makes the overlay neutral would be easy to enforce. Unlike nonQoS
traffic, al transactionsfor QoStraffic would betracked for billing purposes, so any
discriminaion would beeasily uncovered. Because the overlay would be coordinaing
both application provide's and nework providers, regulationscould smply make the
ovelay chargeall applicationsthe same rates between given end points and refuse to
grant any particular application priority over others unless the application provider pays
for it. For example, if an ISP wanted to favor acertain application, the overlay could
prevent it fromdoing so by ingsting on charging all applicationsthe same rate for the
same level of QoS

19 Faulhaber states that Gnonopolies are perfectly legal under US antitrust law; it is @nonopolizingd

that isillegal, extending one@ existing monopoly into other markets.O
2 For an example of this kind of neutrality regulation, see John Windhausen Jr, Public Knowledge,
Good Fences Make Bad Broadband: Preserving an Open Internet Through Net Neutrality, Feb. 6, 2006
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Theefore, theovelay, if it isamonopol, should be made neutral to applicationsand
| SPs.

3. Discriminaionfor Non-QoS Traffic

For non-QoS traffic, network providers would still likely try to discriminae agang
applications For example, angwork provider tha offers land-linephoneservice might
discriminae agang anon-QoSVoice-ove-IP application in order to sway the cusomer
into usng theland-line service ingead of Voice-over-1P.

If theneworks can make enoughmoney from QoS to pay for nework upgrades, the
argument for network neutrality regulation, even for nonQoStraffic, would be better
suppoted. However, the enforceability of this kind of regulation is questionable as
network providers can claim technical reasonsare behind certain applicationgpoa
qudity rather than discrimination.

4. Degradation of Non-QoStraffic

With a QoS ovelay in place, network providers might attempt to extract as much profit
out of real-time applicationsas possible. For example, | SPs might purposly degradethe
qudity of VC applicationswhen used without QoS (e.g. WebEx), attempting to make
users pay for at least minimal QoS with those applications The nework companies could
clam innoe@nce by ingsting tha thisisjug anothe form of service differentiation rather
than application discrimination. If thenetwork degraded all applicationsequdly, network
neutrality rules would not prevent this kind of qudity degradaion®

C. Government(® Role: Expediting Service-level Interconnection

If there continues to bealack of service-level interconnection and all attempts at
coordinating thelSPs flounde, the best solution may be a govenment-sponsored
initiative. It might be possible to achieve end-to-end QoSif the govanment hd ps
establish thefunaiond guiddines of the overlay and oversees and fundsan organization
to serve as the overlay, with the threat of more stringent regulation looning 2

The govanment might have an interest in expediting the development of service-level
interconnection, because of the possibilities for additiond revenueit could obtain by
levying taxes on QoS usage This could hdp recoup revenuelog dueto the switch from
traditiond telephonyto voice-over-1P.

2 Software is commonly shipped with more features than the customer has access to because the

customer has only paid for some of the features. It does not cost them anything to enable the features.
Disabling the features is solely for marketing, to differentiate services. Analogously, network providers
might claim that degrading all service-dependent features are part of their business plan.

2 Thereis aready aprecedent for government-led interoperability initiatives. In 2004, President
Bush promised interoperable electronic medical records to all Americans by 2014 and started a government
effort for creating standards and a national health information infrastructure. (See 2004 State of the Union
Address)
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Thegovanment has a stronginterest in expediting end-to-end QoS andVC
capabilities because of the potential energy savings. By replacing

everyday commuting with VC - even for jug asmall percentage of drivers - end-to-end
QoS could save the naion billionsof dollars, reduce dependency on foreign sources

of energy, and lower pollution. For this reason aone, end-to-end QoS should be

high onthepolitical agenda

VI. Summary and Recommendations

We have argudl tha there is a market vacuumat the service-level of thelnternet. An
overlay organization tha coordinaes thel SPs and provides applicationswith an interface
to network providersOQoS could fill this market vacuum Two examples of companies
postiond to take ontherole of a QoSoverlay are Interngp and Akamai, both of which
have experience dealing with large numbers of 1 SPs.

Having a QoS overlay would hdp jugify network neutrality regulation by giving network
providersincentives to build outthe network infrastructure. Network neutrality
proponeats would then nolonge be faced with as severe a tradeoff between the
deployment of network infrastructure and application-level innovdion.

If, after sometime, service-level interconnection still lacks, thegovenment should lead
the ISP coordinaion effort to hdp achieve end-to-end QoS and high-qudity video
conference capabilities ontheInternd.

Further work can bedoneto advance this research direction. First, we suggest looking at
technical alternatives for implementing an overlay. For example, will new connection
points be needed among I SPs, or will the existing ones serve? Second, oneshould go
further in anticipaing the moves and countermoves of the stakeholders. For example, if
core | SPs are abundantly provisoned, so tha they give al traffic high QoS will they
neverthdess chargeatoll for traffic that has QoS markings? Will other playersthen try to
conceal these markings? Will this push and pull yield a stable result? Answering these
questionswould hdp lower theuncertainty of having a market with a QoS overlay and
bring uscloser to achieving end-to-end qudity of service.
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APPENDIX A: QoS Technologies

There are many QoS schemes tha have been proposed. We will highlight several here.

IntServ (Integrated Service) [Braden94]/ RSV P (Reservation Protocol) [Braden97):
every traffic flow hasits own dedicated virtud circuit. Each router will have to keep a
daabase of the flows and reserve bandwidth. All routers mug be IntServ or E2E-Qo0S
won'tbe achieved and thusthis scheme is not quite scalable, as there it requires thel SPs
hoding therouters already have coordinated.

DiffServ [Blake98]: every packet is designaed aflag to addressits QoSlevel. Routers
individudly process the packet alongthepah. Scalable solution but offers only
probabilistic peaformance. In othe words onecannot guaantee tha the same
bandwidth/qudity will bemaintained throughoutthe conference.

Brokerage modéd [Teitel00]: each ISP runsits own (brokerOsoftware that buydsells QoS
bandwidth with users and other ISPs. There are alot of pdicy issuestha areimplicit in
these proposls. Brokers probably are goodafter |SPs have agreed to ther policies and
also provide more of aguaanteed approach.



