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Abstract. W e construct sev eral new statistical zero-kno wledge pro ofs

with e�cient pr overs , i.e. ones where the pro v er strategy runs in proba-

bilistic p olynomial time giv en an NP witness for the input string.

Our �rst pro of systems are for appro ximate v ersions of the Shor test

Vector Pr oblem ( SVP ) and Closest Vector Pr oblem ( CVP ),

where the witness is simply a short v ector in the lattice or a lattice v ector

close to the target, resp ectiv ely . Our pro of systems are in fact pro ofs of

kno wledge, and as a result, w e immediately obtain e�cien t lattice-based

iden ti�cation sc hemes whic h can b e implemen ted with arbitrary families

of lattices in whic h the appro ximate SVP or CVP are hard.

W e then turn to the general question of whether al l problems in SZK \

NP admit statistical zero-kno wledge pro ofs with e�cien t pro v ers. T o-

w ards this end, w e giv e a statistical zero-kno wledge pro of system with

an e�cien t pro v er for a natural restriction of St a tistical Difference ,

a complete problem for SZK . W e also suggest a plausible approac h to

resolving the general question in the p ositiv e.

1 In tro duction

Zero-kno wledge pro of systems, in tro duced in [1], ha v e pro v en to b e a p o w erful

to ol for constructing cryptographic proto cols. They ha v e also turned out to b e a

ric h ob ject of study from the p ersp ectiv e of complexit y theory . In this pap er, w e

fo cus on statistic al zero kno wledge ( SZK ), whic h is the form of zero kno wledge

that pro vides the strongest securit y guaran tees and whose complexit y-theoretic

study has b een most activ e in recen t y ears. One signi�can t gap b et w een m uc h of

the recen t theoretical study and the cryptographic applicabilit y of SZK in v olv es

the pr over's e�ciency , i.e. whether the pro v er can b e implemen ted in p olynomial

time (giv en some auxiliary information). This prop ert y is clearly essen tial for a

zero-kno wledge pro of to b e used in cryptographic proto cols, but man y of the

theoretical results ignore this issue. Pro v er e�ciency for SZK has b een consid-

ered in the past, leading to the result of Bellare and P etrank [2] that an y SZK
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pro of system admits a pro v er that runs in probabilistic p olynomial time giv en

an NP oracle. Ho w ev er, this notion of e�ciency is insu�cien t for cryptograph y ,

as the NP oracle cannot b e realized e�cien tly . In cryptographic applications,

one w ould lik e the pro v er to run in probabilistic p olynomial time giv en only the

input string x (dra wn from some NP language L ) and an NP -witness w (the

\secret k ey") that x 2 L . W e call a pro of system with this prop ert y a pro of sys-

tem with an e�cient pr over . (These w ere called pr over-pr actic al pro of systems

in [3].) A n um b er of the classic p erfect and statistical zero-kno wledge pro of sys-

tems [1, 4] ha v e e�cien t pro v ers, but not all problems in SZK \ NP are kno wn

to ha v e suc h pro of systems. Indeed, it remains an in triguing op en problem to

c haracterize the class of problems whic h ha v e statistical zero-kno wledge pro ofs

with e�cien t pro v ers and extend kno wn results ab out statistical zero kno wledge

to this class.

In this pap er, w e construct statistical zero-kno wledge pro ofs with e�cien t

pro v ers for sev eral problems previously not kno wn to ha v e suc h pro ofs. W e �rst

do this for appro ximate v ersions of the Closest Vector Pr oblem ( CVP )

and Shor test Vector Pr oblem ( SVP ) in lattices. These pro of systems im-

mediately yield e�cien t iden ti�cation sc hemes based on the hardness of these

problems. An in teresting prop ert y of our sc hemes is that they allo w us to use

arbitrary lattices (where CVP and SVP are hard), whic h giv es p oten tial adv an-

tages b oth from the e�ciency and securit y p oin ts of view; for example, there is

no need to em b ed a \trap do or basis" in the lattice. Then w e construct a sta-

tistical zero-kno wledge pro of with an e�cien t pro v er for a natural restriction of

St a tistical Difference , whic h is kno wn to b e a complete problem for SZK .

W e view the latter result as progress to w ards c haracterizing the class of problems

ha ving statistical zero-kno wledge pro ofs with e�cien t pro v ers.

1.1 Statistical Zero Kno wledge

Zero-kno wledge pro of systems are proto cols b y whic h a computationally un-

b ounded pr over can con vince a probabilistic p olynomial-time veri�er , of an as-

sertion, i.e. that some string x is a yes instance of some decision problem. The

zero-kno wledge prop ert y requires that the v eri�er \learns nothing" from this

in teraction other than the fact that the assertion b eing pro v en is true. In a sta-

tistic al zero-kno wledge pr o of system, the securit y for b oth parties is v ery strong.

Sp eci�cally , it holds ev en with resp ect to c omputational ly unb ounde d c heating

pro v ers or v eri�ers. Note that ev en though the securit y holds for computationally

un b ounded parties, the pr escrib e d v eri�er strategy is alw a ys required to b e p oly-

nomial time. W e will discuss the pro v er's e�ciency later. The class of problems

p ossessing statistical zero-kno wledge pro ofs is denoted SZK .

In addition to its cryptographic signi�cance, SZK has turned out to b e quite

in teresting from a complexit y-theoretic p ersp ectiv e. On the one hand it is kno wn

to con tain imp ortan t computational problems, suc h as Graph Nonisomor-

phism [4] and Quadra tic Residuosity [1]. On the other hand, it is con tained

in the class AM \ co - AM [5, 6] and hence is unlik ely to con tain NP -hard prob-

lems. More recen tly , it w as disco v ered that SZK is closed under complemen t [7]



and has natural complete problems [8, 9]. Moreo v er, a n um b er of useful transfor-

mations of statistical zero-kno wledge pro of systems ha v e b een giv en, for example

sho wing that ev ery pro of system whic h is statistical zero kno wledge for the hon-

est veri�er can b e transformed in to one whic h is statistical zero kno wledge ev en

for c heating v eri�ers [7, 10].

The ab o v e theoretical in v estigations fo cus on the traditional de�nition of

SZK , whereb y no computational restriction is placed on the pro v er strategy ,

and man y manipulations used in the study of SZK do not preserv e the pro v er's

e�ciency; indeed, this is inheren t in the tec hniques used (namely , blac k-b o x

transformations) [11]. Nev ertheless, w e consider it an imp ortan t researc h direc-

tion to o v ercome this barrier and extend the study of SZK to proto cols with

e�cien t pro v ers. In particular, can w e c haracterize the sub class of SZK p ossess-

ing statistical zero-kno wledge pro ofs with e�cien t pro v ers? Since the e�cien t

pro v er prop ert y only mak es sense for problems in NP (actually MA ) and SZK

is not kno wn to b e con tained in NP ,

3

so w e do not hop e to sho w that all of

SZK has e�cien t pro v ers. But do all problems in SZK \ NP ha v e statistical

zero-kno wledge pro ofs with e�cien t pro v ers?

1.2 Lattice Problems

A lattic e is a subset of R

n

consisting of all in teger linear com binations of a set of

linearly indep enden t v ectors. Tw o basic computational problems in v olving lat-

tices are the Shor test Vector Pr oblem , �nding the shortest nonzero v ector

in the lattice, and the Closest Vector Pr oblem , �nding the lattice v ector

closest to a giv en target v ector. These problems ha v e receiv ed a great deal of

atten tion recen tly in b oth the cryptograph y and complexit y theory literature.

On the complexit y side, appro ximate v ersions of b oth of these problems ha v e

b een sho wn to b e NP -hard [15{18], and v arian ts of the appro ximate Shor test

Vector Pr oblem ha v e b een sho wn to b e related b y a w orst-case/a v erage-ca se

connection [19]. On the cryptograph y side, a n um b er of cryptographic primitiv es

ha v e b een prop osed whic h implicitly or explicitly rely on the hardness of these

problems. These include the one-w a y functions of [19, 20], the collision-resistan t

hash functions of [21, 22], the public-k ey encryption sc hemes of [23{25].

In [26], Goldreic h and Goldw asser exhibited statistical zero-kno wledge pro ofs

for appro ximate v ersions of the c omplements of Shor test Vector Pr oblem

and Closest Vector Pr oblem .

4

That is, they ga v e proto cols for pro ving that

a lattice has no short v ector (resp., has no v ector close to the target v ector). The

Goldreic h{Goldw asser pro of systems do not ha v e e�cien t pro v ers. Indeed, the

problems they consider are not kno wn to b e in NP and their main motiv ation

w as to pro v e that they are in AM (and, b eing also in co - NP , are th us unlik ely to

b e NP -hard under standard t yp es of reductions). Ho w ev er, since SZK is closed

under complemen t [7], it follo ws from their result that the corresp onding appro x-

imate v ersions of the Shor test Vector Pr oblem and the Closest Vector

3

Actually , there is some recen t evidence that AM ma y equal NP [12{14] whic h w ould

imply that SZK � NP \ co - NP .

4

In fact, their pro of systems are p erfe ct zero kno wledge (against an honest v eri�er).



Pr oblem themselv es (rather than their complemen ts) are also in SZK . Since

these problems are in NP , w e can hop e to construct statistical zero-kno wledge

pro ofs with e�cien t pro v ers for them. Ho w ev er, the SZK pro ofs obtained b y

applying the general result of [7] (or ev en later simpli�cations [8, 9, 27]) do not

guaran tee e�cien t pro v ers, and in addition w ould b e extremely cum b ersome and

impractical.

1.3 Our Results

W e �rst construct statistical zero-kno wledge pro of systems with e�cien t pro v ers

for appro ximate v ersions of the Shor test Vector Pr oblem and Closest

Vector Pr oblem . The appro ximation factor for our pro of system can b e as

small as in the Goldreic h{Goldw asser pro of systems, namely � (

p

n= log n ) where

n is the rank of the lattice. The pro v er strategy can b e implemen ted in p oly-

nomial time giv en only a short lattice v ector (resp., lattice v ector close to the

target v ector). The pro of systems are actually pro ofs of kno wledge, and hence

immediately giv e rise to iden ti�cation sc hemes [28] pro vided one can e�cien tly

generate lattices in whic h either of these problems is hard together with the cor-

resp onding witnesses. W e remark that in order to e�cien tly pro v e that a target

p oin t is close to the lattice (or that the lattice con tains short v ectors) it is not

necessary to kno w a short (trap do or) basis, i.e., a basis consisting en tirely of

short v ectors. On the securit y side, em b edding a trap do or basis has often b een

regarded as a w eak p oin t for man y lattice and subset-sum based cryptosystems.

Our iden ti�cation sc hemes can b e instan tiated with an y lattice, o�ering the high-

est degree of securit y . F or example, one can use lattices deriv ed from the random

classes of [19] or [22]. This results in pro v ably secure lattice-based iden ti�cation

(ID) sc hemes with an a v erage-case/w orst-c ase connection.

5 ; 6

On the e�ciency

side, complete freedom in the c hoice of the lattice enables the use of lattices with

sp ecial structure (e.g., the cyclic lattices of [20], or the con v olutional mo dular

lattices of NTR U [25]), or share the same lattice among di�eren t users, in order

to get smaller k ey size or faster iden ti�cation pro cedures. (See Section 5.)

W e then return to the general question of e�cien t pro v ers for SZK . W e

generalize tec hniques of Itoh, Oh ta, and Shizuy a [29] to sho w that a natural

restriction of St a tistical Difference has a statistical zero-kno wledge pro of

with an e�cien t (p olynomial time) pro v er.

7

In the St a tistical Difference

problem, one is giv en t w o (suitably represen ted) probabilit y distributions, and

5

In order to use these lattices in our construction one needs a pro cedure to generate

a lattice together with a short v ector, but this can b e ac hiev ed as explained in [19]

b y sligh tly p erturbing the lattice distribution.

6

The results of [19, 22] immediately giv e one w a y functions from w orst case hardness

assumptions, whic h, in turn, imply the existence of secure ID sc hemes. Ho w ev er,

these generic constructions are prett y ine�cien t. Our constructions build ID sc hemes

directly from the underlying lattice problems (i.e. without going through one-w a y

functions), resulting in substan tially more e�cien t ID sc hemes.

7

The pro v er in this pro of system runs in p olynomial time, but is not as practical as

those for the lattice problems. In particular, our results ab out statistical di�erence



the question is to determine if they are relativ ely close (sa y , within statistical

distance at most 1 = 2) or are far apart (sa y , at statistical distance at least 1 � � ).

This is a complete problem for SZK for an y 0 < � < 1 =

p

2 [8]. St a tistical

Difference is not kno wn to b e in NP , so w e cannot giv e a pro of system with

e�cien t pro v ers for it. W e consider the restriction of St a tistical Difference

obtained setting � = 0: determine if t w o distributions are within statistical dis-

tance 1 = 2 or are completely disjoin t. W e observ e that this problem is in NP ,

and sho w that it admits a statistical zero-kno wledge pro of system with e�cien t

pro v ers. Th us w e view this as a step to w ards �nding pro of systems with e�-

cien t pro v ers for all problems in SZK \ NP . In addition, the tec hniques w e

use (namely [29]) are not \blac k b o x," so this approac h is not sub ject to the

limitations in [11].

1.4 Related W ork

The �rst zero-kno wledge pro of systems, namely those for Quadra tic Residu-

osity and Quadra tic Nonresiduosity [1], and Graph Isomorphism [4] had

e�cien t pro v ers and ac hiev ed p erfect zero-kno wledge. Subsequen tly , SZK pro of

systems with e�cien t pro v ers ha v e b een found for a n um b er of other n um b er-

theoretic problems (e.g., [3, 30]), all random self-reducible problems [31] and

monotone form ulae o v er random self-reducible problems [32]).

Other notions of pro v er e�ciency (mostly in teresting from the p ersp ectiv e of

computational complexit y) ha v e b een considered b efore. Building up on previous

w ork, Bellare and P etrank [2] sho w that for an y SZK pro of system, it is p ossible

to implemen t the pro v er strategy in probabilistic p olynomial time giv en an NP

oracle. Notice that giv en an NP oracle for Sa tisfiability , one can e�cien tly

�nd NP -witnesses for arbitrary NP problems, b y the self-reducibilit y of NP -

complete problems (suc h as Sa tisfiability ). So, the pro v ers considered in [2],

are considerably more p o w erful than ours, and allo w one to pro v e arbitrary SZK

languages, ev en those outside NP .

A more restrictiv e notion of pro v er e�ciency is considered in [33], where

the pro v er is giv en oracle access to a decision oracle for the same language L

underlying the pro of system.

8

F or example, the (honest-v eri�er) p erfect zero-

kno wledge pro of system for Graph Nonisomorphism [4] satis�es this notion

of pro v er e�ciency . The results of [33] are negativ e: there are NP languages for

whic h �nding an NP witness for x 2 L , or ev en pro ving mem b ership x 2 L

in teractiv ely (whether or not in zero-kno wledge), cannot b e e�cien tly reduced

to deciding mem b ership in L . This notion of pro of system, called c omp etitive

should b e regarded as a plausibilit y result aimed at c haracterizing the complexit y

class of statistical zero-kno wledge pro of systems with e�cien t pro v ers, rather than

a concrete prop osal of a pro of system to b e used in cryptographic applications.

8

When L is an NP -complete problem, then these pro v ers are as p o w erful as those

of [2]. Ho w ev er, SZK is not lik ely to con tain an y NP -complete problem. So, for an

arbitrary language L in SZK , it is not clear ho w to e�cien tly pro v e mem b ership in

L giv en oracle access to a decision pro cedure for L .



in [33], is incomparable with ours. On the one hand, our pro v ers are giv en an

input string x together with an NP -witness for x 2 L , and it is not clear ho w

to e�cien tly compute suc h a witness giv en only a decision oracle for L when L

is not NP -complete or self-reducible. On the other hand, the pro v ers of [33] can

mak e queries \ y 2 L ?" to the oracle for arbitrary strings y (p ossibly di�eren t

from the input string x ), while our pro v er is only giv en a witness for the input

string x .

In an y case, the notions of pro v er e�ciency considered b y [2, 33] and related

pap ers, seem mostly in teresting from a computational complexit y p ersp ectiv e,

and do not matc h the requiremen ts of cryptographic applications. A crucial

di�erence is that the notion w e study here mak es sense only for problems in

NP , while the results of [2, 33] apply to languages outside NP as w ell.

Or ganization. The rest of the pap er is organized as follo ws. In Section 2 w e

giv e some basic de�nitions ab out statistical di�erence and the lattice problems

studied in this pap er. In Section 3 w e presen t and analyze the pro of system for

CVP . The pro of system for SVP is sk etc hed in Section 4. Section 5 discusses our

lattice based iden ti�cation sc hemes. Finally , in Section 6 w e study St a tistical

Difference , and the problem of designing SZK pro ofs with e�cien t pro v ers

for all problems in SZK \ NP . Because of space constrain ts, most pro ofs are

not presen ted here, and can b e found in the full v ersion of the pap er.

2 Preliminaries

In this section w e recall some basic de�nitions and tec hniques that will b e used

in the rest of the pap er. F or more details the reader is referred to the b o oks [34,

35] or the pap ers in the references.

2.1 Statistical di�erence

The statistical distance b et w een t w o discrete random v ariables X and Y o v er a

(coun table) set A is the quan tit y � ( X ; Y ) =

1

2

P

a 2 A

j Pr f X = a g � Pr f Y = a gj .

St a tistical Difference is a collection of problems (parameterized b y t w o

real n um b ers 0 � � < � � 1) of the form: giv en t w o succinctly sp eci�ed proba-

bilit y distributions, decide whether they are statistically close or statistically far

apart. The probabilit y distributions are sp eci�ed b y circuits whic h sample from

them. That is, w e are giv en a circuit X : f 0 ; 1 g

m

! f 0 ; 1 g

n

whic h w e in terpret

as sp ecifying the probabilit y distribution X ( U

m

) on f 0 ; 1 g

n

, where U

m

is the

uniform probabilit y distribution o v er f 0 ; 1 g

m

. More formally , for 0 � � < � � 1,

w e de�ne the follo wing promise problem.

De�nition 1 ( St a tistical Difference ). Instanc es of pr omise pr oblem SD

�;�

ar e p airs ( X ; Y ) wher e X and Y ar e pr ob ability distributions. ( X ; Y ) is a yes

instanc e if � ( X ; Y ) � � , and a no instanc e if � ( X ; Y ) � � . (We have de�ne d

these pr oblems as the c omplements of those de�ne d in [8], b e c ause this formula-

tion is mor e c onvenient for our purp oses.)



In [8] it is sho wn that SD

�;�

is complete for SZK for all 0 < � = 2 < � < �

2

<

1. In particular SD

1 = 3 ; 2 = 3

is SZK -complete, and SD

1 = 2 ; 1 � �

is SZK -complete for

all 0 < � < 1 =

p

2.

2.2 Lattice problems and tec hnical to ols

Let R

m

b e the m -dimensional Euclidean space. A lattic e in R

m

is the set of

all in tegral com binations of n linearly indep enden t v ectors b

1

; : : : ; b

n

in R

m

( m � n ). The in tegers n and m are called the r ank and dimension of the lattice,

resp ectiv ely . Using matrix notation, if B = [ b

1

; : : : ; b

n

], the lattice generated b y

basis matrix B is L ( B ) = f Bx : x 2 Z

n

g , where Bx is the usual matrix-v ector

m ultiplication. F or computational purp oses, B and y are usually restricted to

ha v e in teger (or, equiv alen tly , rational) en tries. In this pap er, w e will o ccasionally

use real v ectors in order to simplify the exp osition. Ho w ev er, the use of real

n um b ers is not essen tial, and in teger or rational appro ximations can alw a ys b e

substituted for real v ectors whenev er they o ccur. Moreo v er, w e often assume

that the lattice if full rank, i.e., n = m , as an y lattice can b e transformed in to a

full-rank r e al lattice.

Appro ximate v ersions of the Shor test Vector Pr oblem and Closest

Vector Pr oblem describ ed in the in tro duction are captured b y the promise

problems GapSVP




and GapCVP




de�ned as follo ws.

De�nition 2. Instanc es of pr omise pr oblem GapSVP




ar e p airs ( B ; t ) wher e

B 2 Z

m � n

is a lattic e b asis and t 2 Q a r ational numb er. ( B ; t ) is a yes instanc e

if k Bx k � t for some x 2 Z

n

n f 0 g . ( B ; t ) is a no instanc e if k Bx k > 
 t for al l

x 2 Z

n

n f 0 g .

De�nition 3. Instanc es of pr omise pr oblem GapCVP




ar e triples ( B ; y ; t ) wher e

B 2 Z

m � n

is a lattic e b asis, y 2 Z

m

is a ve ctor and t 2 Q is a r ational numb er.

( B ; y ; t ) is a yes instanc e if k Bx � y k � t for some x 2 Z

n

. ( B ; y ; t ) is a no

instanc e if k Bx � y k > 
 t for al l x 2 Z

n

.

In our pro of systems for lattice problems w e mak e extensiv e use of a mo d-

ular reduction tec hnique prop osed in [36] to em ulate the e�ect of selecting a

p oin t uniformly at random from a lattice. An y lattice L ( B ) de�nes a natural

equiv alence relation on span ( B ) =

P

i

b

i

� R , where t w o p oin ts x ; y 2 span ( B )

are equiv alen t if x � y 2 L ( B ). F or an y lattice basis B de�ne the half op en

parallelepip ed P ( B ) = f Bx : 0 � x

i

< 1 g . It is easy to see that for an y p oin t

x 2 span ( B ), there exists a unique p oin t y 2 P ( B ) suc h that x is equiv alen t

to y mo dulo the lattice. This unique represen tativ e for the equiv alence class of

x is denoted x mo d B . In tuitiv ely , x mo d B is the displacemen t of x within the

fundamen tal parallelepip ed con taining x . Notice that if w e �x a (small) p ertur-

bation v ector r , w e add it to a lattice p oin t Bv and reduce the result mo dulo B ,

w e get a v ector ( Bv + r ) mo d B = r mo d B that do es not dep end on the lattice

p oin t Bv from whic h w e started. In other w ords, if w e start from the origin, and

simply compute r mo d B , w e obtain exactly the same distribution.



3 The Closest V ector Problem

In this section w e describ e a statistical zero-kno wledge pro of system (in fact, a

pro of of kno wledge) with e�cien t pro v ers for appro ximating the closest v ector

problem.

Consider an instance ( B ; y ; t ) of GapCVP




. Lo ok at a small ball around y

and a small ball around a lattice p oin t Bw closest to y . If y and Bw are close to

eac h other, the relativ e v olume of the in tersection of the t w o balls is quite large.

So, if w e pic k a few random p oin ts from b oth balls, with high probabilit y at

least one of them will b e in the in tersection. The pro of system w orks as follo ws:

the pro v er pic ks random p oin ts from the t w o balls, reduces them mo dulo B ,

and sends the reduced p oin ts to the v eri�er. Reducing the p oin ts mo dulo B

has the nice e�ect that the resulting distribution can b e e�cien tly sampled

ev en without kno wing the lattice p oin t Bw closest to y . (In fact, using t w o balls

cen tered around y and the origin 0 , results in exactly the same distribution after

the reduction mo dulo B . This is a crucial prop ert y to ac hiev e zero-kno wledge.)

Let's sa y that the total n um b er of p oin ts pic k ed b y the pro v er is ev en. Then,

the v eri�er c hallenges the pro v er asking him to sho w that either (1) there is an

ev en n um b er of p oin ts from eac h ball; or (2) there is an o dd n um b er of p oin ts

from eac h ball. If the pro v er can answ er b oth c hallenges, then some p oin t m ust

b elong to the in tersection of the t w o balls, pro ving that the t w o balls in tersect,

and therefore their cen ters cannot b e to o far apart. In tuitiv ely , the pro of system

is zero kno wledge b ecause all that the v eri�er sees is a set of random p oin ts from

an e�cien tly samplable distribution.

Note that the pro of system sk etc hed ab o v e ac hiev es neither p erfect com-

pleteness nor p erfect zero kno wledge, but rather has a small (but negligible)

completeness error and is statistic al zero kno wledge. The reason is that there is

a nonzero probabilit y that all the randomly c hosen p oin ts will lie outside the

in tersection of the t w o balls, and in this case the pro v er will only b e able to

answ er one of the t w o c hallenges. And in tuitiv ely , the v eri�er learns something

in case the pro v er cannot answ er, namely that none of the c hosen p oin ts is in

the in tersection. Belo w, w e ac hiev e p erfect completeness b y ha ving the pro v er

mo dify the p oin ts c hosen to ensure that at least one is in the in tersection (if

needed). Ho w ev er, this do es not yield p erfect zero kno wledge, b ecause no w the

p oin ts sen t are no longer uniform in the t w o balls, but ha v e a sligh tly sk ew ed

distribution that ma y b e hard to sample exactly in p olynomial time.

W e no w giv e the formal description of the pro of system ( P

cvp

; V

cvp

). In the

description b elo w k is a parameter to b e determined that dep ends on the v alue

of 
 . In fact, the pro of system is v alid for an y v alue of 
 and k , and the c hoice

of these parameters only a�ects the zero-kno wledge prop ert y .

The V eri�er. On input ( B ; y ; t ), the v eri�er V

cvp

pro ceeds as follo ws.

1. Receiv e k p oin ts m

1

; : : : ; m

k

2 R

n

from the pro v er

2. Send a uniformly c hosen random bit q 2 f 0 ; 1 g to the pro v er

3. Receiv e k bits c

1

; : : : ; c

k

and k lattice p oin ts Bv

1

; : : : ; Bv

k

and c hec k that

they satisfy

P

i

c

i

= q (mo d 2) and k m

i

� ( Bv

i

+ c

i

y ) k � 
 t= 2 for all i .



The follo wing lemma sho ws that the proto col de�ned b y the v eri�er is sound,

b oth as an in teractiv e pro of system and ev en as a pro of of kno wledge.

Lemma 4 (soundness). If ( B ; y ; t ) is a no instanc e of GapCVP




, then the

veri�er V

cvp

r eje cts with pr ob ability at le ast 1 = 2 when inter acting with any pr over

str ate gy P

�

. Mor e over, ther e is a pr ob abilistic algorithm K (the kno wledge ex-

tractor ) such that if a pr over P

�

makes V

cvp

ac c ept with pr ob ability 1 = 2 + � on

some instanc e ( B ; y ; t ) , then K

P

�

( B ; y ; t ) outputs a ve ctor w 2 Z

n

satisfying

k Bw � y k � 
 t in exp e cte d time p oly ( n ) =� .

The Pr over. No w that w e kno w that the ab o v e pro of system is sound, w e sho w

that if ( B ; y ; t ) is a yes instance, then it is alw a ys p ossible to mak e the v eri�er

accept. Supp ose ( B ; y ; t ) is a yes instance of GapCVP




, i.e., there exists an

in teger v ector w 2 Z

n

suc h that k y � Bw k � t . W e describ e a probabilistic

p olynomial time pro v er P

cvp

that, giv en the witness w (or, equiv alen tly , u =

y � Bw ) as auxiliary input, mak es the v eri�er accept with probabilit y 1. The

pro v er P

cvp

, on input ( B ; y ; t ) and u = y � Bw , pro ceeds as follo ws:

1. Cho ose c

1

; : : : ; c

k

2 f 0 ; 1 g indep enden tly and uniformly at random. Also

c ho ose error v ectors r

1

; : : : ; r

k

2 B (0 ; 
 t= 2) indep enden tly and uniformly at

random. Then, c hec k if there exists an index i

�

suc h that k r

i

�

+ (2 c

i

�

�

1) u k � 
 t= 2. If not, set i

�

= 1 and rede�ne c

i

�

= 0 and r

i

�

= u = 2, so

that k r

i

�

+ (2 c

i

�

� 1) u k � 
 t= 2 is certainly satis�ed. Finally , compute p oin ts

m

i

= c

i

y + r

i

mo d B for all i = 1 ; : : : ; k and send them to the v eri�er.

2. W ait for the v eri�er to reply with a c hallenge bit q 2 f 0 ; 1 g .

3. If q = �

i

c

i

, then the pro v er completes the pro of sending bits c

i

and lattice

v ectors Bv

i

= m

i

� ( r

i

+ c

i

y ) (for i = 1 ; : : : ; k ) to the v eri�er. If q 6= �

i

c

i

,

then the pro v er sends the same messages to the v eri�er, but with c

i

�

and

Bv

i

�

replaced b y 1 � c

i

�

and Bv

i

�

+ (2 c

i

�

� 1)( y � u ).

It is clear that P

cvp

can b e implemen ted in p olynomial time. The reader can

easily v erify that if the honest v eri�er V

cvp

in teracts with pro v er P

cvp

, then it

alw a ys accepts.

The Simulator. W e pro v e the zero kno wledge prop ert y b y exhibiting a proba-

bilistic p olynomial-time sim ulator that outputs the transcript of a con v ersation

b et w een a (sim ulated) pro v er and a giv en c heating v eri�er V

�

with a probabil-

it y distribution that (for appropriate v alues of 
 ; k ) is statistically close to that

b et w een V

�

and the real pro v er P

cvp

.

The sim ulator S

cvp

, on input ( B ; y ; t ), and giv en blac k-b o x access to a (p os-

sibly c heating) v eri�er V

�

, pro ceeds as follo ws:

1. Pic k random c

1

; : : : ; c

k

2 f 0 ; 1 g and r

1

; : : : ; r

k

2 B ( 0 ; 
 t= 2), and compute

m

i

= c

i

y + r

j

mo d B for all i = 1 ; : : : ; k .

2. P ass m

1

; : : : ; m

k

to V

�

, who replies with a query q 2 f 0 ; 1 g .

9

9

W e can assume, without loss of generalit y , that the v eri�er alw a ys output a single

bit answ er. An y other message can b e in terpreted in some standard w a y .



3. If q = � c

i

, then output the transcript ( f m

i

g

k

i =1

; q ; f ( c

i

; Bv

i

) g

k

i =1

), where

Bv

i

= m

i

� ( r

i

+ c

i

y ). If q 6= � c

i

, then output fail .

Theorem 5. If ( B ; y ; t ) is a yes instanc e of GapCVP




, then the statistic al dif-

fer enc e b etwe en the output of the simulator S

cvp

(c onditione d on the event that

S

cvp

do es not fail), and the inter action b etwe en V

�

and the r e al pr over P

cvp

,

is at most 2(1 � � (2 =
 ))

k

, wher e � ( � ) is the r elative volume of the interse ction

of two unit spher es whose c enters ar e at distanc e � .

Using the b ound � ( � ) � max

�

3

exp ( �

2

n= 2)

; 1 � �

p

n

�

on the relativ e v olume of

the in tersection of t w o spheres,

10

w e immediately get the follo wing corollary .

Corollary 6. ( P

cvp

; V

cvp

) is a statistic al zer o-know le dge pr o of system with p er-

fe ct c ompleteness and soundness err or 1 = 2 , pr ovide d one of the fol lowing c ondi-

tions holds true:

{ 
 = 
 (

p

n= log n ) and k = p oly ( n ) is a su�ciently lar ge p olynomial, or

{ 
 = 
 (

p

n ) and k = ! (log n ) is any sup erlo garithmic function of n , or

{ 
 = n

0 : 5+ 
 (1)

and k = ! (1) is any sup er c onstant function of n .

Ne gligible Err or. As is, the pro of system has constan t soundness error (1 = 2),

but it is often imp ortan t to ha v e negligible soundness error (1 =n

! (1)

). There are

sev eral approac hes to reducing the soundness error, with di�eren t adv an tages:

(1) Rep eat the pro of system ` ( n ) = ! (log n ) times in parallel. This unfortu-

nately do es not preserv e the zero kno wledge prop ert y , but do es yield a constan t-

round statistically witness-indistinguishable pro of of kno wledge with negligible

soundness error. (Witness indistinguishabilit y means that for an y t w o witness

w and w

0

, the v eri�er's view when the pro v er uses w is statistically close to its

view when the pro v er uses w

0

. See [34].)

(2) Rep eat the pro of system ` ( n ) = � (log n ) times in parallel and then rep eat

the resulting proto col ! (1) times sequen tially . This do es preserv e zero kno wledge,

yielding an ! (1)-round statistical zero-kno wledge pro of of kno wledge.

(3) In b oth of the approac hes ab o v e, the ` -fold parallel rep etition can b e

com bined with the k -fold rep etition already presen t in the original proto col to

obtain more e�cien t proto cols. Consider a mo di�cation of the original proto col

( P

cvp

; V

cvp

), where in addition to sending k v ectors in the �rst step, the pro v er

also sends a random k � ` matrix M o v er GF(2) = f 0 ; 1 g . The v eri�er's c hallenge

is then a random ve ctor q 2 f 0 ; 1 g

`

, and the condition �

i

c

i

= q is replaced with

Mc = q . The adv an tage of this proto col is that it ac hiev es b oth sim ulation and

soundness error 2

� 
 ( k )

with a proto col that in v olv es only O ( k ) n -dimensional

v ectors rather than O ( k

2

) as ac hiev ed b y indep enden t rep etitions of the original

proto col.

10

See [26] for a pro v e of the �rst inequalit y . The second one can b e pro v ed using similar

tec hniques.



4 The Shortest V ector Problem

In this section w e describ e a statistical zero kno wledge pro of system ( P

svp

; V

svp

)

for GapSVP




. The reasons w e are in terested in the Shor test Vector Pr ob-

lem are b oth theoretical (b eing SVP a di�eren t problem from CVP , it is in ter-

esting to kno w if it admits SZK pro ofs with e�cien t pro v er), and practical, as

pro ofs of kno wledge for SVP can b e used in conjunction with the lattices of [19]

to yield iden ti�cation sc hemes with w orst-case/a v erage-ca se securit y guaran tees.

(See Section 5.) In tuitiv ely , our pro of system for GapSVP can b e though t as a

com bination of the reduction from GapSVP




to GapCVP




of Goldreic h, Mic-

ciancio, Safra and Seifert [37], follo w ed b y the in v o cation of the pro of system for

GapCVP describ ed in the previous section. Things are not as simple b ecause

the reduction of [37] is not a Karp reduction, and in order to solv e a shortest

v ector problem instance, it requires the solution of (p olynomially) man y closest

v ector problems. So, w e com bine all the GapCVP instances together using the

Goldreic h-Levin hardcore predicate [38]. This is just the in tuition b ehind the

pro of system that w e are going to describ e. In fact, our pro of system requires

neither the explicit construction of man y GapCVP instances, nor the compli-

cated analysis of the Goldreic h-Levin predicate. So, b elo w w e brie
y describ e the

pro of system without reference to those general to ols. F or a detailed description

see the full v ersion of this pap er.

The basic idea is the same as the pro of system for the closest v ector problem,

but this time instead of selecting p oin ts close to the origin or close to the target

v ector y , w e consider balls cen tered around all lattice p oin ts of the form Bc ,

where c 2 f 0 ; 1 g

n

, and reduce the p oin ts mo dulo 2 B . The pro v er starts the

in teraction b y sending p oin ts m

i

close to randomly c hosen cen ters Bc

i

. F or

eac h suc h p oin t, the pro v er also sends a binary v ector s

i

. If the lattice do es not

con tain short v ectors, then balls cen tered around di�eren t Bc are disjoin t (ev en

after reduction mo dulo 2 B ), and the �rst message sen t b y the pro v er uniquely

determines a bit

P

i

h s

i

; c

i

i mo d 2. Then the v eri�er asks the pro v er to sho w that

P

i

h s

i

; c

i

i mo d 2 = q , where q is a random bit c hosen b y the v eri�er. If the pro v er

can answ er b oth questions, then there m ust b e a message m

i

that is close to t w o

di�eren t cen ters (mo dulo 2 B ), pro ving that the lattice con tains short v ectors.

5 Iden ti�cation Sc hemes

An identi�c ation scheme is a proto col b y whic h one part y , Alice, can rep eatedly

pro v e her iden tit y to other parties in suc h a w a y that these parties cannot later

imp ersonate Alice. F ollo wing the no w-standard paradigm of [28], ID sc hemes

are immediately obtained from zero-kno wledge pro ofs of kno wledge. It should b e

remark ed that the computational problems underlying our iden ti�cation sc hemes

are not lik ely to b e NP -hard (cf. [26]). The same is true for most computational

problems used in cryptograph y (e.g., factoring), so, in some sense, ours is as

go o d a hardness assumption as an y . Ho w ev er, factoring is a m uc h more widely

studied assumption than lattice problems, so our iden ti�cation sc hemes should

b e used with caution. The discussion b elo w concen trates on e�ciency issues.



The pro ofs of kno wledge from Section 3, giv e rise to ! (1)-round ID sc hemes,

b ecause witness-indistinguishabilit y is not enough to guaran tee the securit y .

Ho w ev er, w e can obtain a 3-round iden ti�cation sc heme as follo ws. First, w e

consider a new problem OR-GapCVP




whose instances are p airs ( x

1

; x

2

) of

GapCVP




instances, and whose yes instances are those for whic h at least one

of the x

i

's is a yes instance of GapCVP




. Using a tec hnique from [32], w e can

con v ert our pro of system in to one for OR-GapCVP




. P arallel rep etition yields

a constan t-round statistically witness-indistinguishable pro of of kno wledge with

negligible soundness error. F or suc h `OR' problems, witness indistinguishabilit y

implies \witness hiding," whic h su�ces for the iden ti�cation sc heme [39] (cf.,

[34]). Details will b e giv en in the full v ersion of the pap er.

W e stress that, unlik e all kno wn cryptosystems based on lattice problems [24,

23], these iden ti�cation sc hemes only require the generation of lattices in whic h

the appro ximate Closest Vector Pr oblem (resp. Shor test Vector Pr ob-

lem ) is hard together with a close v ector (resp. short v ector). In particular, w e

do not need to generate an additional \short" basis, nor do w e need \unique

short v ectors" or \hidden h yp erplanes". In particular, this op ens up more p os-

sibilities for using lattices with p oten tial adv an tages b oth in terms of e�ciency

and securit y . As an example, for iden ti�cation sc hemes based on SVP one can

use the random class of lattices of [19, 22], whic h, for appropriate c hoice of the

parameters, results in iden ti�cation sc hemes that are at least as hard to break

(on the a v erage) as the w orst case instance of appro ximating GapSVP in the

w orst case within factor

~

O ( n

4

), or appro ximating other lattice problems (shortest

linearly indep enden t v ectors or co v ering radius) within factor

~

O ( n

3

). Alterna-

tiv ely , one can use lattices with sp ecial structure lik e the cyclic and quasi-cyclic

lattices of [20], or the con v olutional mo dular lattices of [25] (but p ossibly with

di�eren t, more secure, v alues of the parameters, since w e do not need to em b ed

a decryption trap do or), in whic h the basis has a more compact represen tation

(almost linear in the securit y parameter, rather than the standard matrix repre-

sen tation, whose quadratic size has b een a practical barrier for the use of lattice

cryptosystems.) Another v ery in teresting p ossibilit y for iden ti�cation sc hemes

based on our CVP pro of system is to use lattices where CVP with pr epr o c essing

( CVPP ) is hard. This is a v arian t of the standard CVP problem in tro duced

in [40] and studied in [41, 42], where �nding close lattice v ectors is hard ev en if

the lattice is �xed, and the only input is the target v ector. This allo ws to use

the same lattice B for all users, and hardwire the description of the lattice B in

the k ey generation, iden ti�cation and v eri�cation algorithms. When a new user

w an ts to generate a k ey , he c ho oses a random short error v ector r (the secret

k ey) and computes y = r mo d B as its public k ey . The securit y of the sc heme

relies on the fact that appro ximating CVP in the lattice generated b y B (for

appropriately constructed, but �xed, B ) is hard. The adv an tage is that b oth the

secret and public k eys are just a single v ector whic h tak es storage prop ortional

to dimension of the lattice n (the securit y parameter),

11

rather than a matrix

11

This is ob vious for the secret short v ector r . The public v ector y can b e m uc h bigger

b ecause it con tains large in teger en tries. F ortunately , as sho wn in [36], it is p ossible



(represen ting the lattice) whic h in general tak es storage at least prop ortional to

n

2

. There are still big gaps b et w een our understanding of CVPP and its cryp-

tographic applicabilit y: the strongest inappro ximabilit y results kno wn to date

[42] only sho w that CVPP is hard to appro ximate within factors smaller than

3, while our system requires inappro ximabilit y within

p

n . More imp ortan tly , all

kno wn lo w er b ounds [40{42] only establish the hardness in the w orst-case ( NP -

hardness), while for cryptographic applications one needs a v erage-case hardness.

Still, the p ossibilit y that further dev elopmen ts ab out the complexit y of lattice

problems migh t lead to pr actic al and pr ovably se cur e iden ti�cation sc hemes with

w orst-case/a v erage-ca se guaran tees is v ery app ealing. In this p ersp ectiv e, estab-

lishing a w orst-case/a v erage-ca se connection for CVPP along the lines of [19,

22] w ould b e v ery in teresting.

6 Statistical Di�erence

In this section, our fo cus will b e the problem SD

�;�

for v arious v alues of 0 �

� < � � 1. Consider the SZK -complete problem SD

1 = 2 ; 1 � �

, for 1 =

p

2 > � > 0.

Since w e do not kno w if SZK � NP , w e do not hop e to giv e a pro of system with

e�cien t pro v ers for this language. Instead w e consider the limit problem SD

1 = 2 ; 1

obtained setting � = 0, i.e. deciding whether t w o distributions are statistically

close or ha v e disjoin t supp orts. Unfortunately , this problem is not kno wn to

b e complete for SZK . Note that SD

1 = 2 ; 1

is in NP , as coin tosses r

X

, r

Y

for

whic h the circuits pro duce iden tical samples (i.e. X ( r

X

) = Y ( r

Y

)) are a witness

that ( X ; Y ) is a yes instance. W e will pro v e that SD

1 = 2 ; 1

has a statistical zero-

kno wledge pro of system with an e�cien t pro v er.

W e no w state a useful lemma that allo ws us to mak e the statistical di�erence

exp onen tially small in yes instances of SD

1 = 2 ; 1

.

Lemma 7 (X OR Lemma [8]). Given pr ob ability distributions X

0

; X

1

and a

p ar ameter k , de�ne pr ob ability distributions Y

c

= ( x

1

; : : : ; x

k

) (for c 2 f 0 ; 1 g )

obtaine d by uniformly cho osing ( b

1

; : : : ; b

k

)  f 0 ; 1 g

k

such that b

1

� � � � � b

k

= c ,

and then sampling e ach x

i

 X

b

i

indep endently. Then � ( Y

0

; Y

1

) = � ( X

0

; X

1

)

k

.

Th us, giv en an instance ( X

0

; X

1

) of SD

1 = 2 ; 1

, this lemma sho ws ho w to con-

struct circuits for a new pair of distributions ( Y

0

; Y

1

) whose statistical di�erence

is exp onen tially small if ( X

0

; X

1

) is a yes instance, and whose supp orts are

disjoin t if ( X

0

; X

1

) is a no instance. W e can use this to obtain simple statisti-

cal zero kno wledge pro of system for SD

1 = 2 ; 1

, mimic king the w ell-kno wn pro of

systems for Quadra tic Residuosity [1] and Graph Isomorphism [4]: (1)

First, the pro v er sends the v eri�er y  Y

0

, (2) and the v eri�er replies sending

b  f 0 ; 1 g to the pro v er; (3) then the pro v er sends r  f s : Y

b

( s ) = y g to

the v eri�er, (4) and the v eri�er accepts if Y

b

( r ) = y . It can b e v eri�ed that the

ab o v e pro of system has soundness error 1 = 2, completeness error 1 = 2

k +1

, and is

to select the basis B in an optimally secure w a y that results also in reduced v ectors

y with small bit-size.



statistical zero kno wledge with sim ulator deviation 1 = 2

k +1

(cf., [27]). Ho w ev er,

ev en though SD

1 = 2 ; 1

2 NP , it do es not app ear that the pro v er strategy can b e

implemen ted in p olynomial time giv en a witness. (If the v eri�er selects b = 0, the

pro v er can resp ond with the coin tosses it used to generate y , but if the v eri�er

selects b = 1, the pro v er m ust b e able to �nd collisions b et w een the circuits Y

0

and Y

1

, whic h ma y b e infeasible.)

T o obtain e�cien t pro v ers for SD

1 = 2 ; 1

itself, w e use the ideas of Itoh, Oh ta,

and Shizuy a [29]. The k ey concept is that of problem dep enden t commitmen t.

This is a commitmen t sc heme where the sender and receiv er get as auxiliary input

an instance x of a promise problem � . The op erations p erformed b y the proto col

dep end on the v alue of x , and the proto col has di�eren t securit y prop erties

dep ending on whether x is a yes or a no instance of � . T ypically , the proto col

is required to b e secret when x 2 �

yes

and unam biguous when x 2 �

no

, or

vice-v ersa. As usual, a problem dep enden t commitmen t is statistic al ly secure if

the secrecy and unam biguit y prop erties hold in a statistical sense.

Itoh, Oh ta, and Shizuy a [29] considered only nonin teractiv e problem-dep enden t

commitmen t sc hemes in whic h b oth securit y prop erties are p erfect. (Notice that

an y nonin teractiv e statistically unam biguous commitmen t is necessarily p erfectly

unam biguous.) They pro v ed that if a problem � has a nonin teractiv e problem-

dep enden t commitmen t sc heme whic h is p erfectly secret on yes instances and

p erfectly unam biguous on no instances, then � has a p erfect zero-kno wledge

pro of system with an e�cien t pro v er. W e observ e that this result can b e gener-

alized as follo ws

Theorem 8 (generalizing [29]). Supp ose a pr omise pr oblem � is in NP ,

with NP r elation R , and that � has a pr oblem-dep endent c ommitment scheme

which is statistic al ly se cr et on yes instanc es and statistic al ly unambiguous on no

instanc es. Then � has a statistic al zer o-know le dge pr o of system with an e�cient

pr over (using any R -witness).

W e apply the theorem to SD

1 = 2 ; 1

, b y de�ning a problem dep enden t commit-

men t for this problem as follo ws. On input ( b; ( X

0

; X

1

) ; 1

k

), the sender commits

to b b y sending the receiv er y  Y

b

, where Y

b

is obtained b y applying the

X OR Lemma (Lemma 7) to ( X

0

; X

1

) with parameter k . In the rev eal phase,

the sender rev eals b and the coin tosses used to generate y . The receiv er c hec ks

that Y

b

( r ) = y . The reader can easily c hec k that this commitmen t sc heme is

statistically secret on yes instances and p erfectly unam biguous on no instances.

Using Theorem 8, w e get the follo wing result.

Theorem 9. SD

1 = 2 ; 1

has a statistic al zer o-know le dge pr o of system with an ef-

�cient pr over.

6.1 E�cien t pro v ers for all of SZK?

As discussed in the in tro duction, part of our motiv ation in this w ork is the

general question of whether ev ery problem in SZK \ NP has a statistical zero-

kno wledge pro of system with an e�cien t pro v er. The follo wing theorem suggests

three p ossible approac hes to solv e this problem.



Theorem 10. If any of the fol lowing c onditions hold, every pr oblem in SZK \

NP has a statistic al zer o-know le dge pr o of with an e�cient pr over:

1. SD

1 = 3 ; 2 = 3

has a statistic al ly se cur e pr oblem-dep endent c ommitment scheme.

2. SD

1 = 3 ; 2 = 3

r e duc es to SD

1 = 2 ; 1

via a r andomize d Karp r e duction with one-sided

err or (even c onstant err or).

3. A ny NP pr oblem that r e duc es to SD

1 = 3 ; 2 = 3

, also r e duc es to SD

1 = 2 ; 1

.

The �rst approac h is pro v ed using the closure of SZK under complemen ta-

tion, and using the fact that if a promise problem � reduces (via a randomized

Karp reduction with one-sided ne gligible error probabilit y) to a promise prob-

lem � , and � has a problem-dep enden t commitmen t sc heme, then � also has a

problem-dep enden t commitmen t sc heme with the same securit y prop erties. The

second approac h is just a w a y to pro v e the �rst condition, using the fact that

one-sided error in Karp reductions to SD

1 = 2 ; 1

can b e made negligible. The last

approac h, essen tially asks to pro v e that SD

1 = 2 ; 1

is complete for SZK \ NP .

The pro of systems describ ed in this section di�er in one imp ortan t w a y from

previous ones. All previous pro of systems for v arian ts of St a tistical Differ-

ence e.g. [8, 9, 43], used the input circuits as \blac k b o xes." That is, the use of

the circuits b y the v eri�er and pro v er consisted solely of ev aluating the circuits

on v arious inputs, and nev er referred to the in ternal structure of the circuits.

It is not di�cult to sho w, using constructions lik e [11], that no proto col of this

form can b e a statistical zero-kno wledge pro of with an e�cien t pro v er for ev en

SD

0 ; 1

(if one-w a y functions exist). The pro of system of Theorem 9 is not blac k

b o x, ho w ev er, and do es mak e use of the in ternal w orkings of the circuits (due to

the tec hniques of [29], whic h in turn use [4]). This suggests that this approac h

do es indeed ha v e p oten tial to resolv e questions that ma y ha v e previously seemed

in tractable.

W e conclude this section b y sho wing y et another relationship b et w een problem-

dep enden t commitmen t sc hemes and SZK . If w e remo v e the assumption that

problem � is in NP from the h yp othesis of Theorem 8, w e can still conclude

that � has an SZK pro of system, although not necessarily one with e�cien t

pro v er.

Prop osition 11. If a pr oblem � has a statistic al ly se cur e pr oblem-dep endent

c ommitment scheme, then � 2 SZK .
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